Abstract. We propose a convertible undeniable signature scheme without random oracles. Our construction is based on the Waters signatures proposed in Eurocrypt 2005. The security of our scheme is based on the CDH and the decision linear assumption. Comparing only the part of undeniable signatures, our scheme uses more standard assumptions than the existing undeniable signatures without random oracles due to Laguillaumie and Vergnaud.
Introduction
Standard digital signatures allow universal verification. However in some real world scenarios, privacy is an important issue. In this situation, we may require that the verification of signatures is restricted by the signer. Then, the verification of a signature requires an interaction with the signer. A signer can deny generating a signature that he never signs, but he cannot deny one that he signs. The proof by the signer cannot be transferred to convince other verifiers. This concept is known as the "Undeniable Signatures" that was proposed by Chaum and van Antwerpen [12] . Later, Boyar, Chaum, Damgård and Pedersen [7] proposed an extension called "Convertible Undeniable Signatures", which allows the possibility to transform an undeniable signature into a self-authenticating signature. This transformation can be restricted to a particular signature only, or can be applied to all signatures of a signer.
There are many different undeniable signatures with variable features and security levels. These features include convertibility [7, 14, 29, 30] , designated verifier technique [21] , designated confirmer technique [11, 33] , identity based scheme [28] , time-selective scheme [27] , etc. The security for undeniable signatures is said to be secure if it is unforgeable, invisible and the confirmation and disavowal protocols are zero-knowledge. It is believed that the zero-knowledgeness is required to make undeniable signatures non-transferable. However, Kurosawa and Heng [24] suggested that zero-knowledgeness and non-transferability can be separated; and the concept of witness indistinguishability can be incorporated. They proposed another security notion called impersonation attack.
The random oracle model [3] is a popular technique in provable security. However several papers proved that some cryptosystems secure in the random oracle were actually provably insecure when the random oracle was instantiated by any real-world hashing functions [10, 2] . As a result, recently there are many new signature schemes which prove their security without random oracles, such as group signatures [1, 9] , ring signatures [13, 5] , blind signatures [22] , group-oriented signatures [36] , undeniable signatures [26] , universal designated verifier signatures [39] , etc. Nonetheless, some of them introduce new security assumptions that are not well studied, which are the main drawback of some schemes.
Our Contribution. We propose the first convertible undeniable signatures without random oracles in pairings. Most of the existing convertible undeniable signatures are proven secure in the random oracle model only [7, [29] [30] [31] 27] 3 , except the recent construction in RSA [25] . Most efficient undeniable signatures are proven secure in the random oracle model only. [15] is secure in the random oracle model currently. 4 Recently, Laguillaumie and Vergnaud proposed the first efficient undeniable signatures without random oracles [26] . However, their anonymity relies on their new assumption DSDH, while their unforgeability relies on the GSDH assumption with the access of a DSDH oracle, which seems to be contradictory. Our proposed variant of undeniable signature is proven unforgeable by the CDH assumption and anonymous by the decision linear assumption. Therefore by removing the protocol for convertible parts, our undeniable signature scheme is the first proven secure scheme without using random oracles and without using a new assumption in discrete logarithm settings.
Recent
Works. An earlier version of the scheme in this section appears in [38] . In 2007, Huang et al. [20] proposed a pairing-based convertible undeniable signatures secure in the random oracle model. Huang et al. [19] also proposed a generic construction of universally-convertible undeniable signatures from a strongly unforgeable classic signature scheme, a selectively-convertible undeniable signature scheme and a collision resistant hash function. In 2008, Kurosawa and Furukawa [23] defined the universal composability security of undeniable signatures.
In 2009, Phong et al. [35] proposed a new RSA-based selectively-convertible undeniable signatures. They also demonstrated an attack on the invisibility of the RSA-based construction in [25] . Phong et al. [34] proposed a new discrete-logarithm based selectively-convertible undeniable signature. This scheme is more efficient than our scheme proposed in this section. They pointed out a flaw in the earlier version of our scheme in [38] . This problem is fixed in the proposed scheme in this paper.
Organization. The next section briefly explains the pairings and some related intractability problems. Section 3 gives the security model. Section 4 gives our construction and security proofs. The paper ends with some concluding remarks.
Preliminaries

Pairings and Intractability Problem
Our scheme uses bilinear pairings on elliptic curves. We now give a brief revision on the property of pairings and some candidate hard problems from pairings that will be used later.
Let G, G T be cyclic groups of prime order p, writing the group action multiplicatively. Let g be a generator of G.
Definition 2 (CDH). The Computational Diffie-Hellman (CDH) problem is that, given g, g x , g y ∈ G for unknown x, y ∈ Z * p , to compute g xy .
We say that the ( , t)-CDH assumption holds in G if no t-time algorithm has the non-negligible probability in solving the CDH problem.
Definition 3 (Decision Linear [6] ). The Decision Linear problem is that, given u, u
We say that the ( , t)-Decision Linear assumption holds in G if no t-time algorithm has probability over half in solving the Decision Linear problem in G. The decision linear assumption is proposed in [6] to prove the security of short group signatures. It is also used in [8] and [18] for proving the security of anonymous hierarchical identity-based encryption and obfuscating reencryption respectively.
Security Models of Undeniable Signatures
In this section we review the security notions and model of (convertible) undeniable signatures. Unforgeability and invisibility are popular security requirement for undeniable signatures. Kurosawa and Heng [24] proposed another security notion called impersonation. We will use the security model of [24] , and extend it to convertible undeniable signatures. The changes for convertible undeniable signatures will be given in brackets.
Security Notions
An (convertible) undeniable signature scheme has the following algorithms:
-Setup(1 λ ): the setup algorithm takes a unary security parameter λ as input, and outputs some public parameters param.
-KeyGen(param): the key generation algorithm takes the public parameters param as input, and outputs a public key pk and a secret key sk. -USign(param, sk, m): the signing algorithm takes the public parameters param, a secret key sk and a message m as inputs, and outputs an undeniable signature σ. -Confirm/Deny. This is an interactive protocol between a prover and a verifier. Their common inputs are the public parameters param, a public key pk, a message m and a signature σ. The prover's private input is a secret key sk. At the end of the protocol, the verifier outputs 1 if σ is a valid signature of m and outputs 0 otherwise. and a secret key sk as inputs, and outputs an universal receipt R which makes it possible to universally verify all signatures for pk. -UVerify(param, pk, m, σ, R): The universal verification algorithm takes the public parameters param, a public key pk, a message m, a signature σ and an universal receipt R as inputs, and • outputs ⊥ if R is an invalid universal receipt, or • outputs 1 if σ is a valid signature of m, or • outputs 0 if σ is not a valid signature of m.
The convertible undeniable signature schemes with all four algorithms (IConvert, IVerify, UConvert, UVerify) are sometimes denoted as universally-convertible undeniable signature.
The convertible undeniable signature schemes with only the algorithms (IConvert, IVerify) are sometimes denoted as selectively-convertible undeniable signature.
Unforgeability
Strong unforgeability against chosen message attack is defined as in the following game involving an adversary A and a challenger over message space M.
1. The challenger runs the algorithm param ← Setup(1 λ ) and (pk, sk) ← KeyGen(param). The challenger gives param and pk to A. (For convertible schemes, the challenger also gives A the universal receipt R ← UConvert(param, sk).) 2. A can query the following oracles adaptively: -Signing oracle: A requests a signature on any message m ∈ M and the challenger responds with σ ← USign(param, sk, m). -Confirmation/disavowal oracle: A queries the oracle with input message-signature pair (m, σ). If it is a valid pair, the challenger returns a bit µ = 1 and proceeds with the execution of the Confirm protocol with A. Otherwise, the challenger returns a bit µ = 0 and proceeds with the execution of the Deny protocol with A.
(For convertible scheme, this oracle is not necessary as the universal receipt is given.) 3. Finally A outputs a message-signature pair (m * , σ * ).
A wins the game if σ * is a valid signature for m * and the pair (m * , σ * ) is not the output from the signing oracle.
Definition 4. An (convertible) undeniable signature scheme is ( , t, q c , q s )-strongly unforgeable against chosen message attack if there is no t time adversary winning the above game with probability greater than , where q c and q s are the number of queries to the confirmation/disavowal oracle and the signing oracle respectively.
Invisibility
Invisibility against chosen message attack is defined as in the following game involving an adversary A and a challenger over message space M.
1. The challenger runs the algorithm param ← Setup(1 λ ) and (pk, sk) ← KeyGen(param). The challenger gives param and pk to A. 2. A can query the following oracles adaptively:
-Signing oracle and Confirmation/disavowal oracle: they are the same as that in the unforgeability game. -(For convertible schemes only.) Receipt generating oracle: A queries the oracle with input message-signature pair (m, σ), and the challenger returns an individual receipt r. 3. A outputs a message m * . The challenger choose a random bit b
Otherwise σ * is chosen uniformly at random from the signature space of the scheme. 4. A can adaptively query the signing oracle and confirmation/disavowal oracle, where no signing query (and receipt generating query) for m * and no confirmation/disavowal query for (m * , σ * ) is allowed.
Finally A outputs a guessing bit b
A wins the game if b * = b and there is no confirmation/disavowal query (and receipt generating query) for (m
Definition 5. An (convertible) undeniable signature scheme is ( , t, q c , q r , q s )-invisible if there is no t time adversary winning the above game with advantage greater than , where q c , (q r ) and q s are the number of queries to the confirmation/disavowal oracle, (the receipt generating oracle) and the signing oracle respectively..
Impersonation
Impersonation against chosen message attack is defined as in the following game involving an adversary A and a challenger over message space M.
1. The challenger runs the algorithm param ← Setup(1 λ ) and (pk, sk) ← KeyGen(param). The challenger gives param and pk to A. 2. A can query the Signing oracle and the Confirmation/disavowal oracle, which are the same as the one in the unforgeability game. 3. Finally A outputs a message-signature pair (m * , σ * ) and a bit b * . If b * = 1, A executes the confirmation protocol with the challenger. Otherwise, A executes the disavowal protocol with the challenger.
A wins the game if the challenger is convinced that σ * is a valid signature for m
Definition 6. An (convertible) undeniable signature scheme is ( , t, q c , q s )-secure against impersonation if there is no t time adversary winning the above game with probability at least , where q c and q s are the number of queries to the confirmation/disavowal oracle and the signing oracle respectively.
Remark. For convertible schemes, if an adversary can forge an individual or universal receipt, he can always convince a verifier in the interactive protocol, by directly giving the receipt to him. Therefore the model of impersonation attack already includes the security notion regarding receipts in convertible schemes.
Convertible Undeniable Signature Scheme
An earlier version of our scheme in [38] used the Waters signatures [37] and the 3-move witness indistinguishable protocol by Kurosawa and Heng [24] . However, Ogata et al. [32] later showed that any 3-move confirmation/disavowal protocols are not secure against active attacks. As a result, the 3-move protocol by Kurosawa and Heng is insecure. Therefore, we propose the use of the standard 4-move proof of knowledge of discrete logarithm, or the non-interactive zero-knowledge proof system for bilinear groups by Groth and Sahai [16] , to replace the protocol by Kurosawa and Heng in [38] . On the other hand, we use the generic construction of strongly unforgeable signatures in [4] to solve the security problem mentioned in [34] . We also use the proof technique in [17] to achieve a tight security reduction.
Scheme Construction
In this section, we present our convertible undeniable signature scheme. The scheme consists of the following algorithms.
-Setup(1 λ ). Let G, G T be groups of prime order p. Select generators g, g 2 ∈ G. Generator u ∈ G is selected in random, and a random n-length vector U = (u i ), whose elements are chosen at random from G. Select an integer as a system parameter. Let H : {0, 1} n → Z * be a collision resistant hash function. Let SIG OT = (Kg OT , Sign OT , Verify OT ) be a secure one time signature scheme and the length of the verification key vk OT is n-bits. The system parameters param are (g, g 2 , u , U, H).
The public keys pk are (g 1 , v , v 1 , . . . , v ) . The secret keys sk are (α, β , β 1 , . . . , β ).
-USign(param, sk, m). To sign a message m, the signer runs (sk OT , vk OT ) ← Kg OT (1 λ ). Denote vk OT = (vk 1 , . . . , vk n ) ∈ {0, 1} n , and denotevk = H(vk OT ). The signer picks r ∈ R Z * p and computes the signature
The output signature σ is (S 1 , S 2 , S 3 , vk OT ). -Confirm/Deny. On input a signature σ = (S 1 , S 2 , S 3 , vk OT ), the signer computes:
Note that α = log L M and log N O. The zero-knowledge proof of knowledge can be implemented using known 4-move proof of knowledge of discrete logarithm, or the non-interactive zeroknowledge proof system for bilinear groups by Groth and Sahai [16] . -IConvert(param, sk, m, σ). Upon input the signature σ = (S 1 , S 2 , S 3 , vk OT ) on the message m, the signer computesvk = H(vk OT ) and
The signer outputs the individual receipt r = S 2 for message m.
-IVerify(param, pk, m, σ, r). Upon input the signature σ = (S 1 , S 2 , S 3 , vk OT ) for the message m and the individual receipt r = S 2 , computevk = H(vk OT ) and check if:
If they are not equal, output ⊥. Otherwise, denote vk OT = (vk 1 , . . . , vk n ) and compare if:
Output 1 if the all of the above hold. Otherwise output 0. -UConvert(param, sk). The signer publishes his universal receipt R = (β , β 1 , . . ., β ). -UVerify(param, pk, m, σ, R). Upon input the signature σ = (S 1 , S 2 , S 3 , vk OT ) on the message m and the universal receipt R = (β , β 1 , . . . , β ), check if:
If they are not equal, output ⊥. Otherwise computevk = H(vk OT ) and denote vk OT = (vk 1 , . . . , vk n ). Compare if:
Output 1 if all of the above hold. Otherwise output 0.
Security Result
Theorem 1. The proposed convertible undeniable signature scheme is ( , t, q s )-strongly unforgeable if the ( , t )-CDH assumption holds in G, where
and ρ, ω are the time for an exponentiation in G and for running Kg OT and Sign OT respectively.
Proof. Assume there is a ( , t, q s )-adversary A. We are going to construct another PPT B that makes use of A to solve the CDH problem with probability at least and in time at most t . B is given a CDH problem instance (g, g a , g b ). In order to use A to solve for the problem, B needs to simulates a challenger and the oracles for A. B does it in the following way.
Setup. B runs Kg OT (1 λ ) for 2q s times and obtains the pairs (sk t , vk t ) for 1 ≤ t ≤ 2q s . B randomly selects the following integers:
We further define the following functions for binary strings vk t = (vk t,1 , . . . , vk t,n ) as follow:
For j = 0, 1, if there are at least q s number of vk t such that F j (vk t ) = 0 for vk t ∈ {vk 1 , . . . , vk 2qs }, then there must be at least q s number of vk t satisfying F 1−j (vk t ) = 0. Without loss of generality, assume F 0 (vk t ) = 0 holds for t = 1, . . . , q s . We denote the function F = F 0 for simplicity.
B randomly picks β , β i ∈ Z * p for 1 ≤ i ≤ and sets v = g β and v i = g βi . B constructs a set of public parameters as follow:
The signer's public key is (g 1 = g a , v , v 1 , . . . , v ).
Note that we have the following equation:
All the public parameters and the universal receipt (β , β 1 , . . . , β ) are passed to A.
Oracles Simulation. B simulates the oracles as follow:
(Signing oracle.) Upon receiving the t-th signing oracle query for a message m, B retrieves the key pairs (sk t , vk t ). B randomly chooses r ∈ R Z p and computes
By lettingr = r − a F (vkt) , it can be verified that (S 1 , S 2 , S 3 , vk t ) is a signature, shown as follow: 
which is the solution to the CDH problem instance.
Probability Analysis. For the simulation to complete without aborting, we require that in the challenge phase, F (vk * OT ) = 0 mod p. We consider the following cases: -If vk * OT ∈ {vk 1 , . . . , vk qs }, and σ * is not the output from the signing oracle query, then B obtains a forgery of the one time signature S * 3 with the message m
, where x i ∈ {1, 2} and vk t,i ∈ {0, 1}. Since x 0 is chosen uniformly at random from [0, 2n]. Therefore
If the one time signature is secure, the probability of B not aborting is Theorem 2. The scheme is ( , t, q c , q r , q s )-invisible if the ( , t )-decision linear assumption holds in G, where
where ρ, τ , ω are the time for an exponentiation in G, for an exponentiation in G T and for running Kg OT and Sign OT respectively, under the assumption that > q s .
Proof. Assume there is a ( , t, q c , q r , q s )-adversary A. We are going to construct another PPT B that makes use of A to solve the decisional linear problem with probability at least and in time at most t . B is given a decisional linear problem instance (u, v, h, u a , v b , h c ). In order to use A to solve for the problem, B needs to simulates the oracles for A. B does it in the following way.
Setup. B runs Kg OT (1 λ ) for 2q s + 2 times and obtains the pairs (sk t , vk t ) for 1 ≤ t ≤ 2q s + 2. B randomly selects the following integers:
For j = 0, 1, if there are at least q s + 1 number of vk t such that F j (vk t ) = 0 for vk t ∈ {vk 1 , . . . , vk 2qs+2 }, then there must be at least q s + 1 number of vk t satisfying F 1−j (vk t ) = 0. Without loss of generality, assume F 0 (vk t ) = 0 holds for t = 1, . . . , q s + 1. We denote the function F = F 0 for simplicity.
Assume that > q s . Denote the setS as the set of numbersv k t = H(vk t ), for t = 1, . . . , q s . Also denote the set S = Z \S. We further define the following functions for any integer vk t ∈ Z
B constructs a set of public parameters as follow:
The signer's public key is:
wherev k t = H(vk t ). All public parameters are passed to A. B also maintains an empty list L.
(Signing oracle.) Upon receiving the t-th signing oracle query for a message m, B retrieves the key pairs (sk t , vk t ). Note that by the construction in setup, we have F (vk t ) = 0 mod p and K(vk t ) = 0 mod p. B randomly chooses r ∈ R Z p and computes
Same as the above proof, the signature σ = (S 1 , S 2 , S 3 , vk t ) is valid. B puts (m, σ) into the list L and then outputs the signature σ. To the adversary, all signatures given by B are indistinguishable from the signatures generated by the signer. , which is a valid individual receipt for the signature. Otherwise, B returns ⊥ which indicates that σ is not a valid signature.
Challenge. A gives m * to B as the challenge message. B retrieves the key pairs (sk qs+1 , vk qs+1 ). Denote vk qs+1 = {vk * 1 , . . . , vk * n } andv k * = H(vk qs+1 ). Note by the construction in setup, we have F (vk qs+1 ) = 0 mod p. We can also see that if G(vk qs+1 ) = 0 mod p, then vk qs+1 ∈S. It implies that H(vk qs+1 ) = H(vk t ) for some t ∈ [1, . . . , q s ]. If the hash function H is collision resistant, then G(vk qs+1 ) = 0 mod p.
If J(vk qs+1 ) = 0 mod p, B aborts. Otherwise, B computes:
and returns (S *
Output. Finally A outputs a bit b . B returns b as the solution to the decision linear problem.
Notice that if c = a + b, then:
Probability Analysis. For the simulation to complete without aborting, we require that in the challenge phase, J(vk qs+1 ) = 0 mod p. Observe that Theorem 3. The scheme is ( , t, q c , q s )-secure against impersonation if the ( , t )-discrete logarithm assumption holds in G, where
where ρ, τ , ω are the time for an exponentiation in G, for an exponentiation in G T and for running Kg OT and Sign OT respectively.
Proof. Assume there is a ( , t, q c , q s )-adversary A. We are going to construct another PPT B that makes use of A to solve the discrete logarithm problem with probability at least and in time at most t . B is given a discrete logarithm problem instance (g, g a ). The remaining proof is very similar to the proof of theorem 1, so we sketch the proof here.
With 1/2 probability, B sets g 1 = g a and hence the user secret key is a. The oracle simulation is the same as the proof in theorem 1, except that B now knows b = log g g 2 . At the end of the game, A outputs a message-signature pair (m * , σ * ) and a bit b * . For either b * = 0/1, B can extract a with probability 1/2, using the extractor of the proof of knowledge protocol.
With 1/2 probability, B sets v = g a and hence B knows the signing key α. B can simulate the oracles perfectly with α. At the end of the game, A outputs a message-signature pair (m * , σ * ) and a bit b * . For either b * = 0/1, B can extract a + i=1 β iv k * i with probability 1/2, using the extractor of the proof of knowledge protocol. Hence B can find a.
Probability Analysis. For the simulation to complete without aborting, we require that B correctly extract a at the end of the game. By Reset Lemma, it happens with probability at least
2 . We have
Time 
Conclusion
In this paper, we propose the first convertible undeniable signatures without random oracles in pairings. Comparing with the part of undeniable signatures, our scheme is better than the existing undeniable signatures without random oracles [26] by using more standard assumption in the security proofs. We improve the earlier version of our scheme in [38] in several ways. Firstly, our current scheme provides strong unforgeability while the earlier version provides existential unforgeability. Secondly, our current scheme fixes a flaw in the proof of invisibility [34] . Finally, our current scheme significantly reduces the reduction loss in the security proof. The earlier version of our scheme [38] has an exponential reduction loss. Our current scheme has O(n) reduction loss only.
In 2009, Phong et al. [34] proposed another convertible undeniable signatures without random oracles in pairings. We consider their concrete scheme SCUS 2 for comparison purpose. The SCUS 2 scheme is more efficient than our current scheme, since it has less public keys and less multiplication in the USign algorithm. However, our current scheme uses the weaker CDH assumption for unforgeability, while the SCUS 2 scheme uses the q-SDH assumption.
